
 

 

 

Investigating Current Employees 

Em ployee m isconduct  invest igat ions can sur face when the em ployer procures som e 
or all of the inform at ion from  a consum er report ing agency, such as LexisNexis¨  
Authent icat ion & Screening.  Per iodic or ÒrollingÓ background invest igat ions Ð which 
are becom ing increasingly  com m on, especially for  corporate off icers Ð can also 
t r igger com pliance obligat ions.  Em ployers m ust  be m indful of t heir federal and state 
legal obligat ions in both regards. 

Miscon d u ct  I n v est ig at i on s 

Thorough and im part ial workplace invest igat ions are indispensable in t odayÕs legal 
and business clim ate.  The am ended Fair Credit  Report ing Act  gives em ployers m ore 
lat itude concerning such invest igat ions.  St ill,  em ployers m ust  heed the rem aining 
scope lim itat ions, part icularly t he rest rict ions on disclosure of any invest igat ion 
report s,  as well as new obligat ions regarding m edical inform at ion. 

Fed er al  Law  

In Decem ber 2003, President  Bush signed the Fair and Accurate Credit  Transact ions 
Act  of 2003 (ÒFACT ActÓ) .  The final bill am ended t he Fair Credit  Report ing Act  
(ÒFCRAÓ)  in response to,  am ong other t hings,  the cont roversial Vail opinion let t er  
from  the Federal Trade Com m ission (ÒFTCÓ) .  The staff at torney who authored t he 
Vail let t er in 1999 reached the novel and surprising conclusion t hat  t he FCRA 
regulates workplace m isconduct  invest igat ions conducted by th ird part ies, such as 
private invest igators.  Tit le VI  of t he FACT Act  effect ively  nullif ies the Vail let ter  by 
excluding m isconduct  invest igat ions from  the FCRAÕs m ore burdensom e prov isions,  
including the need for the accusedÕs advance consent  to invest igate.  Specifically,  
Tit le VI  of t he FACT Act  excludes from  the defin it ion of consum er reports m isconduct  
invest igat ion report s and invest igat ion report s into Òcom pliance with Federal, State,  
or local laws and regulat ions, the ru les of a self- regulatory organizat ion, or any 
preexist ing wr it t en policies of the em ployer.Ó  As a result ,  em ployers no longer have 
to (1)  not ify  t he accused of the invest igat ion, ( 2)  seek consent  from  the accused,  (3)  
provide the accused w ith a copy of the report , or  (4)  wait  a ÒreasonableÓ am ount  of  
t im e between giving the accused a copy of t he report  and taking adverse act ion. 

How are invest igat ions st ill regulated?  I f adverse act ion is taken against  the accused 
based at  least  in par t  upon a report  that  otherwise would be a consum er or  
invest igat ive consum er report , the accused is ent it led to a sum m ary of t he Ònature 
and substanceÓ of t he report .  Tit le VI  does not  prescribe the am ount  of inform at ion 
that  m ust  be disclosed, but  perm its exclusion of Òthe sources of the inform at ion 
acquired solely for use in preparing [ t he report ] ,Ó e.g., the nam es of any wit nesses.   
Tit le VI  leaves open whether the sum m ary m ust  be in wr it ing (presum ably, it  does) ,  
and exact ly how long aft er the adverse act ion is taken t he sum m ary m ust  be 
provided t o t he subj ect  of the report  (presum ably, not  too long) .  Tit le VI  also 
rest r ict s circulat ion of the report  t o Òthe em ployer or an agent  of the em ployer,Ó and 
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the exem pt ion m ay be forfeit ed by m aking overbroad disclosures.  (The report  m ay 
be disclosed to governm ent  agencies and Òas otherw ise required by law.Ó)   Tit le VI  
also prohibit s consum er report ing agencies from  furnishing em ploym ent- related 
consum er reports contain ing m edical inform at ion unless the inform at ion is Òrelevant  
to process or effect  t he em ploym ent  t ransact ion,Ó and t he consum er provides 
Òspecif ic w rit t en consent .Ó 

I s Òreasonable suspicionÓ required by Tit le VI ?  No foundat ional requirem ents are 
im posed by the statute on em ployers for in it iat ing invest igat ions, for exam ple,  
Òreasonable suspicionÓ of m isconduct  or that  ev idence m ay be dest royed, et c.  ( The 
FTC had recom m ended such a requirem ent  in it s t est im ony before Congress in  
connect ion with t he am endm ents proposed in 1999.)   Moreover, the breadth of t he 
exem pt ion appears to be fairly expansive.  Tit le VI  does not  lim it  t he t ypes of 
Òm isconductÓ invest igat ions that  are exem pted (e.g., t hreat s of serious harm  or  
violence, abuse of cont rolled substances, t he loss of m ore than $1,000 in cash or  
propert y, etc.) .   Tit le VI  also extends to invest igat ions int o com pliance with Òany 
preexist ing writ t en policiesÓ and m ay encom pass financial audit s,  inform at ion  
technology audits,  loss prevent ion audit s, et c.  On the other hand, t he FACT ActÕs 
text  suggests at  least  som e substant ive lim it at ions.  For exam ple, t he suspected  
m isconduct  m ust  Òrelate to em ploym ent ,Ó and the policies m ust  predate t he 
invest igat ion and be in w rit ing. 

St at e Law  

Tit le I  of the FACT Act  rem oved the January 2004 ÒSunset  ClauseÓ from  sect ion 624 
of the Fair Credit  Report ing Act  ( ÒFCRAÓ) ,  which preem pts certain state legislat ion.   
Regardless, em ployers m ust  becom e fam iliar wit h, and cont inue t o m onit or, the state 
laws where they do business.  Som e state laws have m isconduct  exem pt ions sim ilar  
to the am ended FCRA, including California.   Other states do not .    

Ro l l i n g  I n v est ig at i o n s 

Rolling background invest igat ions at t em pt  t o m onitor post -h ire crim inal act ivity  in 
general, rather than in connect ion wit h suspected m isconduct .  The fair credit  
report ing laws regulate pre-hire and post - hire invest igat ions alike.  For exam ple,  
unless the em ployer obtains prospect ive author izat ion from  job applicant s ( i.e.,  
author izat ion that  is valid throughout  the em ploym ent  relat ionship,  not  just  at  the 
t im e of hire) , further author izat ion is required.   Also, if adverse act ion is taken ( e.g.,  
term inat ion of em ploym ent , suspension, etc.) , the em ployer m ust  com ply w it h the 
Òadverse act ionÓ prov isions of applicable law .  As a related issue,  em ployers m ust  be 
m indful of em ploym ent  laws rest r ict ing the use of crim inal history inform at ion for  
em ploym ent  purposes, part icularly arrest - related inform at ion.  Without  careful 
considerat ion of t hese laws,  the em ployer m ay wind up defending itself in a civ il case 
even though the em ployee is the defendant  in a cr im inal case. 


